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(54) METHOD AND DEVICE FOR PREVENTING ILLEGAL USE OF MULTIMEDIA CONTENTS 

(57)Abstract: 

PROBLEM TO BE SOLVED: To prevent the illegal use of multimedia contents by enciphering the contents 
and transferring data related to usage from a storage device to the other storage device by transmitting a 
cryptographic key from a contents subscriber. 

SOLUTION: Concerning a procedure for transferring a multimedia contents item and the usage, which is 
embedded in the contents subscriber, related to that contents item from the first storage device to the 
second storage device, first of all, when the multimedia contents item does not exist in the second device 
yet, copying to the second device is performed. Secondly, the contents subscriber is copied to the second 
storage device. In the case of enciphered or partially enciphered contents, this subscriber has a decipher 
key effective for the first device. Thirdly, the contents in the first storage device are removed. Fourthly, a 
new decipher key is generated for using the contents item in the second storage device and inserted into 
the copied contents subscriber. 
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